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FERPA and Data Privacy
Privacy Technical Assistance Center

• PTAC.ed.gov
• 2011	Amendments	to	FERPA	Regulations
• Provides	Guidance	on	Data	Issues

NOVEMBER	2016

FERPA and Data Privacy
Publications

• Checklist	for	School	District	Privacy	Program
• Model	Terms	of	Service
• Shrink	Wrap	Agreements
• Issues	to	be	Aware	of
• Restriction	on	Collection	and	Use	of	Data

NOVEMBER	2016
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FERPA and Data Privacy
Directory Information

• Limited	Directory	Information
• State	ex	rel.	School	Choice	Ohio,	Inc.	v.	Cincinnati	School	

District
• Springfield	adopted	limited	directory	information
• The	form	provided	that	student	information	could	be	subject	

to	disclose	only	“for	purposes	approved	by	the	
Superintendent	or	his	designee”

NOVEMBER	2016

FERPA and Data Privacy
Directory Information, cont.

• It	identified	two	categories	of	approved	purposes:	 (1)	school-
directed	events	or	activities,	such	as	yearbook	publication	or	
theater	presentations,	and	(2)	“educational,	health,	service,	or	
other	non-profit	programs	which	may	provide	a	benefit	to	the	
students	of	the	District”	that	are	directed	in	part	or	in	full	by	third-
party	“community	leaders,	community	organizations,	and	school-
related	organizations”	approved	by	the	superintendent	as	
“partnering”	organizations.
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FERPA and Data Privacy
Directory Information, cont.

• Court	held	School	Choice	Ohio	fits	within	the	approved	
purposes

• Allowing	the	superintendent	to	make	discretionary	limitations	
after consent	has	been	given	does	not	limit	the	scope	of	
parental	consent.

NOVEMBER	2016
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FERPA and Data Privacy
FERPA and Drones

NOVEMBER	2016

Major Areas of Focus

1.	Regulation
2.	Liabilities
3.	Opportunities

NOVEMBER	2016

History

1. Balloons
2. Kites
3. “Kettering	Bug”

Copyrigh t:	A ir 	& 	Space 	M agaz ine
Ava ilab le 	a t:	h ttp ://www .a irspacem ag .com /photos/a -b rie f-h isto ry-o f-unm anned -a ircra ft-174072843/?no -ist
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History

1. FAA	Authority
2. “Air-Rights”

Availab le 	a t:	h ttp ://www .b rook ings.edu/re search /repo rts2 /2014 /11 /d rones-and -ae ria l-su rve illan ce
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Definitions

• FAA
• COA
• NAS
• PIC
• UA

• UAS
• UAV
• VO
• 333
• 107

Alphabet  Soup (with Numbers!)

V ia :	h ttp ://aspe rk id s.com /w p -con ten t/up loads/2013 /10 /a lphabe t-soup .jpg
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Major Areas of Focus
Regulation

• Hobbyists
• Registration
• Licensure

NOVEMBER	2016



11/14/2016

5

Regulation

• Register
• Label
• >13	y/o
• Inspect
• Safety	Guidelines

Hobbyist

Ava ilab le 	a t:	www .faa .gov
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Regulation

• Register
• Label
• >16	y/o
• Pilot	TSA	tested
• Inspect

Small UAS - Commercial

NOVEMBER	2016

Regulation

• Line	of	Sight
• Daytime
• Not	over	people
• 100	mph
• 400	ft.

Small UAS - Commercial

NOVEMBER	2016
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Regulation

• Exempts	most	small	UAS	
requirements.

• Pilot	certification.
• Registration.

Certificate of Waiver (COA)

NOVEMBER	2016

Regulation

• 81	Authorizations
• 36	Waivers
BUT
• Rejected	854	Authorizations
• 71	Waiver	requests

Waivers and Authorizations

NOVEMBER	2016

Source:	http://3teys810j8291e66kd1zodli-wpengine.netdna-ssl.com/wp-
content/uploads/2015/07/1000px-US-FederalAviationAdmin-Seal.svg.png

Regulation

• Over	55	lbs.
• Pilot	certification.
• Registration
• Section	333	exemption.

Large UAVs
“The	Section	333	Exemption	
process	provides	operators	who	
wish	to	pursue	safe	and	legal	entry	
into	the	NAS	a	competitive	
advantage	in	the	UAS	marketplace,	
thus	discouraging	illegal	operations	
and	improving	safety.”

-www.faa.gov

NOVEMBER	2016
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Major Areas of Focus
Liabilities

• Injury
• Privacy
• Other?

NOVEMBER	2016

Liabilities

• Persons
• Property
• Transfer	of	
liability

Injury

Ava ilab le 	a t:	h ttp ://www .dumm ies.com /sto re /p roduct/D rones-Fo r-Dumm ies.p roductCd -
1119049776 .h tm l

NOVEMBER	2016

Liabilities

• Expectation
• Navigable	airspace
• Government	intrusion
• Student	privacy

Privacy

V ia :	h ttp ://www .skycandystud io s.com /b log -1 /2015 /2 /26 /the -bene fits-o f-u sing -d rone -
v ideos-fo r-rea l-e sta te

NOVEMBER	2016
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Major Areas of Focus
Liabilities

NOVEMBER	2016

Major Areas of Focus
Opportunities

• Military
• Innovation
• Private	Sector
• Public	Sector
• Education

NOVEMBER	2016

Opportunities

• Safety
• Humanitarian
• Innovation

Military/Innovation

V ia :h ttp ://www .te leg raph .co .uk/con ten t/dam /v ideo_p rev iew s/4 /w /4w adb2cd rjzhyb9gh9ww 0m
c99z4uoue -la rge .jpg

NOVEMBER	2016
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Opportunities

• Delivery	of	goods
• Real	Estate
• Insurance
• Oil	&	Gas
• Renewables
• Safety/Security
• Media/Advertising

Private Sector

NOVEMBER	2016

Opportunities

• Safety/Security
• Government	
Services

• Education

Public Sector

http://onemandrone.com/wp-
content/uploads/2015/06/FireDrone2-HD2.jpg

http://dronelife.com/wp-content/uploads/2016/01/Footville.jpg

http://s.newsweek.com/sites/www.newsweek.com/files/styles/lg/public/
2016/04/08/drones-rescue-drone-europe-dji.jpg

NOVEMBER	2016

Opportunities

• General	Use
• Research
• Instruction
• Clubs

Education

V ia :	h ttp ://new sroom .ccsd .ne t/w p -con ten t/up loads/2016 /01 /nm -rancho -d rone -p rogram .jpg

NOVEMBER	2016
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Opportunities

• General	Use:
• Safety
• Building	Maintenance
• Marketing

Education

NOVEMBER	2016

Opportunities

• Research:
• Alliance	for	System	Safety	of	
UAS	Through	Research		
Excellence	(ASSURE)

Education

NOVEMBER	2016

Opportunities

• Instruction:
• Students
• Instructors

Education

h ttp ://www .w sj.com /artic le s/the re s-no -fly ing -in -d rone -schoo l-1406311856

NOVEMBER	2016
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Opportunities

• Instructors:
• Small	UAS	Requirements.
• No	Compensation.
• Must	be	a	certified	pilot.
• No	student	“proxy”.
• Community	events	allowed.

Education

NOVEMBER	2016

Opportunities

• Students:
• Clubs.
• Community	Events.
• Faculty	advisors:

• No	compensation.
• No	piloting.*

Education

NOVEMBER	2016

Other Considerations

• State	regulations
• Local	regulations

Regulations

• 2.5	Million	Drones	by	2017
• >7	Million	by	2020
• Apps/Autonomy/???

Future

NOVEMBER	2016
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Fact Pattern #1

An	art	instructor	at	Bricker	High	School	decides	to	teach	a	
class	on	drone	photography.		Students	may	sign	up	for	the	class	as	
an	elective,	but	the	instructor	gets	paid	for	his	work.		As	part	of	
the	preparation	for	the	class,	the	instructor	buys	his	own	drone	
and	practices	at	home.		Then,	during	the	class,	the	instructor	uses	
the	drone	to	take	multiple	pictures,	including	of	students,	that	are	
then	used	and	manipulated	by	the	students	when	back	in	class.

Classroom	Instruction

NOVEMBER	2016

Fact Pattern #2

Students	start	a	drone	club	at	Bricker	High	School.		They	
hold	their	meetings	on	school	grounds,	after	the	school	day,	but	
enlist	a	teacher	to	help	them	with	the	club.		The	teacher	does	not	
get	paid	for	her	assistance	and	only	occasionally	helps	the	
students	navigate	their	drones.	

Student	Club

NOVEMBER	2016

Fact Pattern #3

The	facilities	director	at	Bricker	High	School	decides	to	
bring	in	her	drone	from	home	to	inspect	the	roof	of	the	school	
on	a	regular	basis.			She	flies	the	drone	where	she	can	see	it	and	
makes	sure	to	never	fly	it	over	students	or	when	there	are	other	
aircraft	in	the	area.

School	Business	Use

NOVEMBER	2016
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Fact Pattern #4

The	Principal	at	Bricker	High	School	asks	a	student	to	fly	their	
4	lb.	drone	around	the	field	to	get	video	of	a	football	game	that	can	
eventually	be	used	by	the	school	for	promotional	purposes.		
Nothing	happens	during	the	filming,	but	the	pilot	does	fly	over	the	
crowd	and	players	and	takes	photos	and	video	of	everyone	from	
parents,	to	students,	to	instructors.

Non-sanctioned	use	on	school	grounds
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Contact

Gregory J. Lestini
Partner,	Bricker	&	Eckler	LLP

Columbus Office
100 South Third Street
Columbus, Ohio 43215
glestini@bricker.com
614.227.4893
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Contact
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Warren I. Grody
Senior	Attorney,	Bricker	&	Eckler	LLP

Columbus Office
100 South Third Street
Columbus, Ohio 43215
wgrody@bricker.com
614.227.2332


